
Ransomware Rescue Guide 

What is Ransomware? 

5DQVRPZDUH�LV�D�PDOLFLRXV�SLHFH�RI�VRIWZDUH�KDFNHUV�SODFH�RQ�\RXU�FRPSXWHU�VR�WKH\�FDQ�HQFU\SW�\RXU�
GDWD�DQG�WKHQ�GHPDQG�SD\PHQW�IURP�\RX�WR�UHJDLQ�DFFHVV�WR�\RXU�ILOHV���+DFNHUV�XVH�D�YDULHW\�RI�PHWK�
RGV�WR�LQVWDOO�YHFWRUV�WR�LQIHFW�D�PDFKLQH��SKLVKLQJ�HPDLOV��XQSDWFKHG�SURJUDPV��FRPSURPLVHG�ZHE�
VLWHV��RQOLQH�DGYHUWLVLQJ�DQG�IUHH�VRIWZDUH�GRZQORDGV� 

1RW�RQO\�FDQ�UDQVRPZDUH�HQFU\SW�WKH�ILOHV�RQ�\RXU�FRPSXWHU��WKH�VRIWZDUH�LV�VPDUW�HQRXJK�WR�WUDYHO�
DFURVV�\RXU�QHWZRUN�DQG�HQFU\SW�DQ\�ILOHV�ORFDWHG�RQ�VKDUHG�QHWZRUN�GULYHV��7KLV�FDQ�OHDG�WR�WKH�FDWD�
VWURSKLF�VLWXDWLRQ�ZKHUHE\�RQH�LQIHFWHG�XVHU�FDQ�EULQJ�DQ�HQWLUH�FRPSDQ\�WR�D�KDOW� 

2QFH�WKH�ILOHV�DUH�HQFU\SWHG�WKH�KDFNHUV�ZLOO�GLVSOD\�VRPH�VRUW�RI�VFUHHQ�RU�ZHESDJH�LQIRUPLQJ�\RX�
\RXU�ILOHV�DUH�EHLQJ�KHOG�KRVWDJH�DQG�GHPDQGLQJ�SD\PHQW�WR�XQORFN�WKH�ILOHV��$OVR��W\SLFDO�UDQVRP�
ZDUH�KDV�D���-���KRXU�GHDGOLQH�DIWHU�ZKLFK�WKH�UDQVRP�LQFUHDVHV��+DFNHU�GHPDQG�SD\PHQW�LQ�H-
FXUUHQF\�VXFK�DV�%LWFRLQ� 

 

How to Know if You’re Infected   

· <RX�VXGGHQO\�FDQQRW�RSHQ�QRUPDO�ILOHV�DQG�JHW�HUURUV�VXFK�DV�WKH�ILOH�LV�FRUUXSWHG�RU�KDV�WKH�ZURQJ�
H[WHQVLRQ� 

· $Q�DODUPLQJ�PHVVDJH�KDV�EHHQ�VHW�WR�\RXU�GHVNWRS�EDFNJURXQG�ZLWK�LQVWUXFWLRQV�RQ�KRZ�WR�SD\�WR�
XQORFN�\RXU�ILOHV� 

· 7KH�SURJUDP�ZDUQV�\RX�WKDW�WKHUH�LV�D�FRXQWGRZQ�XQWLO�WKH�UDQVRP�LQFUHDVHV�RU�\RX�ZLOO�QRW�EH�
DEOH�WR�GHFU\SW�\RXU�ILOHV� 
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I’m Infected, Now What? 

1.   Disconnect: ,PPHGLDWHO\�GLVFRQQHFW�WKH�LQIHFWHG�FRPSXWHU�IURP�DQ\�QHWZRUN�LW�LV�RQ��7XUQ�RII�
 DQ\�ZLUHOHVV�FDSDELOLWLHV�VXFK�DV�:L-)L�RU�%OXHWRRWK��8QSOXJ�DQ\�VWRUDJH�GHYLFHV�VXFK�DV�86%�
 RU�H[WHUQDO�KDUG�GULYHV� 

1. Determine the Scope: Did the infected machine have access to any of the following? 

 6KDUHG�GULYHV 

 6KDUHG�IROGHUV 

 1HWZRUN�VWRUDJH�GHYLFHV�RI�DQ\�NLQG 

 ([WHUQDO�KDUG�GULYHV 

 86%�VWRUDJH�GHYLFHV�RI�DQ\�NLQG 

 &ORXG-EDVHG�VWRUDJH�VXFK�DV�'URS%R[��*RRJOH�'ULYH�RU�2QH�'ULYH� 

3.   Determine Ransomware Strain: )RU�H[DPSOH�&U\SWR:DOO��7HVODFU\SW��HWF� 

4.   Determine Your Response: 1RZ�WKDW�\RX�NQRZ�WKH�VFRSH�RI�\RXU�HQFU\SWHG�ILOHV�DV�ZHOO�DV�
 WKH�VWUDLQ�RI�UDQVRPZDUH�\RX�DUH�GHDOLQJ�ZLWK��\RX�FDQ�PDNH�D�PRUH�LQIRUPHG�GHFLVLRQ�DV�WR�
 ZKDW�\RXU�QH[W�DFWLRQ�ZLOO�EH� 

 5HVSRQVH�$��5HVWRUH�\RXU�ILOHV�IURP�EDFNXS�DQG�UHPRYH�WKH�UDQVRPZDUH�IURP�\RXU�LQIHFWHG�
 V\VWHP� 

 5HVSRQVH�%���7U\�WR�GHFU\SW�\RXU�ILOHV�� 

 5HVSRQVH�&���'R�QRWKLQJ���0HDQLQJ�\RX�ZLOO�ORVH�\RXU�ILOHV�� 

 5HVSRQVH�'��3D\�WKH�UDQVRP��)ROORZ�WKH�LQVWUXFWLRQV�JLYHQ�WR�\RX�E\�WKH�KDFNHUV�DQG�SD\�
 WKH�UDQVRP�WR�UHOHDVH�\RXU�ILOHV��5DQVRPZDUH�LV�ELJ�EXVLQHVV«�RYHU���ELOOLRQ�LQ�UDQVRP�ZDV�
 FROOHFWHG��E\�KDFNHUV�LQ�������+DFNHUV�NQRZ�LI�WKH\�GRQ¶W�UHWXUQ�\RXU�ILOHV�WR�\RX�DIWHU�SD\LQJ�
 WKH�UDQVRP��DW�VRPH�SRLQW��SHRSOH�ZLOO�VWRS�SD\LQJ�UDQVRPV�DOWRJHWKHU��0DQ\�RI�WKHP�DFWXDOO\�
 KDYH�FXVWRPHU�VHUYLFH�QXPEHUV�RU�FKDWV�\RX�FDQ�UHDFK�RXW�WR�ZKR�ZLOO�DVVLVW�\RX�LQ�SD\LQJ�
 \RXU�UDQVRP�DQG�JHWWLQJ�\RXU�ILOHV�EDFN��+RZHYHU��SD\LQJ�WKH�UDQVRP�LV�QR�JXDUDQWHH�\RXU�
 ILOHV�ZLOO�EH�UHWXUQHG�WR�\RX�� 
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Protect Yourself from Ransomware Attacks 

1. Educate your users: 

Educate your staff on what to look for to prevent criminal applications from being downloaded/
executed and conduct simulated phishing attacks to inoculate users against ransomware attacks. 

 

2. Implement and Maintain Software Based Protection: 

· Ensure you have and are using an up-to-date firewall. 

· Install antispam/antiphishing protection such as SonicWall. 

· Ensure all devices are using top notch and up-to-date antivirus software or advanced endpoint 
protection products. 

· Have strong software restriction policies to prevent unauthorized applications from running. 

· Be diligent about applying patches that update any and all applications with vulnerabilities. 

 

3. Backup, Test, and Backup Again:  

Consistently backup your files and regularly test restore procedures. Backups can be either on-site or 
in the cloud, but to help prevent your backups from being compromised, you should always have an 
off-site or redundant backup in place. Having off-site and recent backups is a standard best-practice 
to protect you against not only ransom attacks, but natural and other disasters. Be sure to test your 
restoration procedure to make sure your backed-up files actually work.  

 

About On Line Support 

Since 1998, On Line Support has partnered with businesses and organizations to provide IT 
solutions that enhance productivity, security and growth. 

Managed IT Services    Security Services 

On Demand Support    Security Testing and Training   

IT Projects      Telecom and Internet Service 

Technology Consulting    Allworx Phone Systems 
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